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PURPOSE

The purpose of this policy is to provide guidelines and limitations for departmental use of
generative artificial intelligence (GenAl), specifically text-based artificial intelligence
systems, including, but not limited to ChatGPT, Gemini, Grammarly, or Grok, by
department members for official work product within the Department. This policy aims to
ensure accountability, privacy, and security of sensitive information while maintaining the
integrity of law enforcement operations. This policy does not apply to artificial intelligence
that is integrated into facial recognition applications, voice recognition applications,
biometric access controls, or software that redacts documents or video or similar
applications.

POLICY

Law enforcement investigations are fact specific. As such, information generated
through text-based artificial intelligence systems is not sufficient for investigative
purposes. Nevertheless, the use of GenAl systems carries unique benefits within a law
enforcement agency, providing ways to increase operational efficiency, enhance
departmental procedures, and improve the overall effectiveness of the Department.
However, the prompts input into GenAl systems can present risks to both individuals
and law enforcement agencies by making accessible to the public information such as
department tactics, investigative and training technigues, confidential information (e.g.,
confidential informants, protected information), active investigations, and security
procedures.

Without safeguards in place, GenAl can produce unintended discriminatory or biased
output as well as content that is inaccurate, misleading, or copyrighted. It is the policy of
the Department to develop, implement, and use GenAl ethically and responsibly in a
way that minimizes potential risk and harm in accordance with the guidelines set forth
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below. Any function carried out by a member of the Department using GenAl is subject
to the same laws, rules, and policies as if carried out without the use of GenAl. The use
of GenAl does not permit any law, rule, or policy to be bypassed or ignored.

DEFINITIONS

A.

Generative Artificial Intelligence (GenAl) - Technology that creates new content,
such as text, images, audio, or video, based on user inputs or prompts. Examples
include tools like ChatGPT, Bard, Claude, Gemini, Grok and others capable of
producing written language or analysis not pre-scripted by a human.

. Operational A.l. Tools - Agency-approved software platforms that use A.l. to assist

in core law enforcement functions such as facial recognition, license plate detection,
transcription, redaction, and surveillance analytics. These tools are reviewed,
procured, and managed by the department.

Sensitive Information - Any information that includes personally identifiable data,
criminal justice records, victim/witness names, case numbers, or internal investigative
material.

Official Reports - Any documentation generated in the course of official duties,
including, but not limited to, incident reports, arrest affidavits, use of force reports, field
interviews, witness statements, and administrative reviews.

. Bias - A.l. models are trained on real-world data, which often contains human biases

related to race, gender, and other demographics. An A.l. model can learn and even
amplify these biases, leading to skewed or unfair outputs. This is especially concerning
in functions like research or hiring.

Stereotyping - A specific form of bias where the A.l.'s output reflects or reinforces
societal stereotypes. For example, it might consistently associate certain professions
with a specific gender.

. Overfitting - A phenomenon where an A.l. model learns the "noise" or specific, non-

generalizable details of its training data. This causes the model to perform poorly when
presented with new, unseen data.

Lack of Novelty - A key limitation of A.l. Since models are trained on existing data,
their outputs are inherently a synthesis or representation of what they have already
learned. They are not capable of true, groundbreaking creativity or original, "outside-
the-box" thinking.

Synthetic Data - Data that is artificially generated by an A.l., rather than collected
from the real world. It's often used to supplement or replace real data, particularly for
tasks where privacy is a concern.
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J. Hallucination - A hallucination is when an A.l. model generates completely false or
nonsensical information while presenting it as fact. This isn't a bug; it's a known risk
because the A.l. model is predicting the most probable words, not verifying facts. You
must always double-check A.l. generated information.

K. Confabulation - Similar to a hallucination, this term is sometimes used to describe
the A.l.'s tendency to fill in gaps in its knowledge with false information, presenting it
as a legitimate fact or event. It can be viewed as the A.l.'s equivalent of a human
making up a story to fill in a memory blank.

PROCEDURE

A. General

1. The use of departmentally approved GenAl systems by department members shall
be limited to official work-related purposes, and members shall only access and
use GenAl systems for which they have been authorized and received proper
training.

2. Members shall be the original authors of their reports, warrants (search and arrest)
which includes all narrative portions of any report.

3. A.l. can be beneficial for law enforcement investigations. While there are benefits
and usages, this policy is directed towards the use of text-based artificial
intelligence systems in day-to-day operations, specifically report writing, the
drafting of arrest and search warrants, and the narrative portion of departmental
forms. Officers must also be aware of several of the potential pitfalls associated
with the use of GenAl, including, but not limited to, Bias, Stereotyping, Overfitting,
Lack of Novelty, Synthetic Data, Hallucination, and Confabulation.

4. Officers are permitted to use GenAl for research but must use extreme cause not
to use said research as fact without verifying through a second source. However,
members of this department are prohibited from entering sensitive information or
personally identifying information from departmental investigations into these
systems for any reason. These public large language models do not have
confidentiality limitations sufficient for law enforcement agencies.

B. Prohibitions
1. Members are strictly prohibited from using GenAl for official police work, including,

but not limited to, generating official reports, search warrants, arrest warrants, and
narrative sections on departmental forms. (PLEAC 3.4.2 a)

C. Exceptions
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Exceptions to this policy may be granted by the Superintendent of Police, or
designee, on a case-by-case basis.

This policy does not prevent the use of artificial intelligence in other investigatory
matters not related to the drafting of reports, search warrants, arrest warrants or
the narrative portion of departmental forms.

D. Confidentiality and privacy

1.

Law enforcement investigations involve the use of confidential and private
information.

GenAl does not currently have confidentiality limitations sufficient for law
enforcement investigation and privacy purposes.

Officers must not disclose sensitive or confidential information related to police
operations, investigations, or individuals in any communications with GenAl.
Additionally, officers should be aware that interactions with these text-based
artificial intelligence systems, even in personal capacity, are not completely
private, and exercising discretion is crucial.

E. Supervisory Responsibilities

1.

It is the responsibility of all supervisors to enforce this policy. Supervisors shall
review reports, forms, search warrants and arrest warrants of the officers/members
under their command and shall inquire, when necessary, whether such work
product was originally authored by the officer/ member.

F. Training

1. All department members authorized to use GenAl must receive appropriate initial

training suitable for their role and responsibilities prior to using GenAl. (PLEAC
3.4.2b)



