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PURPOSE

The purpose of this policy is to establish guidelines regulating the access and
dissemination of information contained in national, state and local databases and
records systems. This policy also sets forth guidelines and procedures for use and care
of the Mobile Data Computers (MDC), and the Mobile Digital Video and Audio
Recording Equipment (MVR).

DEFINITIONS

Mobile Data Computer (MDC) - A communication device capable of transmitting and
receiving data between mobile units and locations equipped with fixed radio equipment.
A mobile data computer provides direct user access to national, state and local
computer databases and records systems.

CLEAN — Commonwealth Law Enforcement Assistance Network. A state maintained
computer system that provides vital criminal-record, driver-license and motor-vehicle
data to Pennsylvania law-enforcement officers.

NCIC — National Crime Information Center. A federal computerized index of criminal
justice information (i.e., criminal record history information, fugitives, stolen properties,
missing persons) available to federal, state, local law enforcement and other criminal
justice agencies.

MOBILE DATA COMPUTER POLICY

Information displayed on the mobile data computer is confidential and it is prohibited for
unauthorized persons to view or receive such information. Only Lower Merion
Township Police Department personnel who are trained and certified MDC operators
are permitted to access CLEAN/NCIC information via the MDC. Certified MDC



operators are not permitted to access CLEAN/NCIC information for personal use or any
use that is other than for official police business. All department personnel who access
databases or reporting systems from an MDC or other electronic equipment shall strictly
observe regulations for such operations set forth in policies, procedures and guidelines
of the Federal Communications Commission, CLEAN, NCIC, Township and the Police
Department.

PROCEDURE
A. Use and Dissemination of Information

1. Information contained in the national, state or local databases is not in the public
domain and is made available for law enforcement purposes only.

2. Information received from national, state and local databases shall not be
considered probable cause for arrest until the information has been properly
verified for accuracy and confirmed with the agency that entered the record. “Hit”
information shall be relayed immediately to a Communications Center
Telecommunicator who will verify the validity of the “Hit.”

B. Mobile Data Computer Communication

1. Mobile data computers are intended to be used in conjunction with voice radio
communications and are not intended to replace voice radio communications.
Mobile data computers may be used to reduce voice radio transmissions,
enhance field personnel safety and provide a secure means of transmitting
information and messages.

2. Initiating incidents, arriving at and clearing scenes, coding, and the providing of
dispositions should still be conducted via radio. If unusual circumstances warrant
the use of the mobile data computer for any of these purposes, a supervisor shall
be informed as soon as practicable.

3. Mobile data computers may be used to reduce radio traffic between
communications personnel and field personnel by allowing the officer to query
vehicle, person, article, and firearms information directly from the mobile data
computer. Certified field personnel shall normally conduct these checks via the
MDC unless it is deemed unsafe to do so. Officers should utilize appropriate
cover/contact safety measures when involved in subject/suspect investigations
while actively using the MDC.

4. During routine patrol, common sense and safe driving practices dictate that the
officer will focus his/her attention on the safe operation of the patrol vehicle and
will view the mobile data computer screen ONLY when the vehicle is not in
motion. The MDC screen will be placed in the down position when the vehicle is
in motion to prevent a sight obstruction or distraction to the officer. The officer
will acknowledge an MDC message ONLY when the vehicle is stationary.



C. Specific Prohibited Mobile Data Computer Messaging

1.

Only appropriate business messages, either between mobile data computers or
between communications personnel and field units, are permitted. Messages or
transmissions containing any of the following material are strictly prohibited:

a. Any remarks or comments derogatory to the reputation or image of the Lower
Merion Township Police Department.

b. Any remarks or comments derogatory to the reputation or character of any
employee of Lower Merion Township, the Police Department, Township
Official, or the public at large.

c. Any remarks or comments that are derogatory or demeaning to any
individual's or group's race, sex, ethnic origin, or religious affiliation.

d. Any remarks or comments containing or implying vulgar, degrading, obscene
or unprofessional language.

e. Any remarks or comments not authorized by either the Lower Merion
Township Police Department or the Montgomery County Emergency
Communications Center Policies or Training Programs.

D. General Responsibilities, Training and Equipment Care

1.

3.

Officers shall inspect the condition of the MDC and log on to the system at the
beginning of the shift. Inspection of the MDC for damage or missing parts shall
be recorded on the officer’s daily vehicle sheet at the start of the tour of duty and
any damage or problem is to be noted and immediately reported to a shift
supervisor. A report is required if any damage is detected. The vehicle operator
shall be held responsible for any damage to an MDC that is not immediately
reported to a supervisor.

Patrol units experiencing mobile data computer malfunctions shall notify their
immediate supervisor and prepare an ALERT report, classified as an “Equipment
Breakdown” (code 6021), in which the malfunction is described.

All officers are to log off the MDC system at the end of their tour of duty, and if
the vehicle is not being used on the next shift, the screen is to be placed down in
a locked position and the MDC must be shut down properly and shut off as to not
drain the vehicle battery.



4. The MDC system may only be used by personnel who have received
department-sponsored training. Use of the CLEAN/NCIC system is regulated by
Federal and State criteria and all users are required to be certified prior to
utilizing this system.

5. All transmissions shall be in support of official law enforcement duties and
responsibilities and conducted in a professional manner and purpose.

6. Supervisors shall ensure that the procedures articulated in this policy are strictly
adhered to. All message and CLEAN/NCIC activity via the mobile data computer
is monitored, recorded and stored by the Police Department Server and NCIC
Center in Harrisburg. The State Police and authorized Police Department
Personnel may do a periodic review of all MDC activity. Inappropriate use of the
MDC may lead to disciplinary action.

MOBILE VIDEO RECORDER POLICY

Mobile digital video/audio recording (MVR) equipment has been demonstrated to be of
value in officer protection, the prosecution of serious traffic violations and criminal
offenses, in evaluation of officer performance, and in training. In order to comply with
state law, and to achieve maximum benefit from this equipment in these and related
areas, officers shall follow the procedures for MVR equipment use as set forth in this
policy. Noncompliance may result in disciplinary and/or other corrective measures.
(PLEAC 2.4.2 1)

PROCEDURE
A. General

Officers shall not use MVR equipment until they have successfully completed a
training program which will include the operation of MVR equipment, requirements
for its use, and a review of this policy. Additionally, the restrictions on recording
“Oral Communication” from the Pennsylvania Wiretapping and Electronic
Surveillance Act will be reviewed. Of significance: (PLEAC 2.4.2 a)

“Oral Communication” does not include a communication made in the
presence of a law enforcement officer on official duty who is in uniform or
otherwise clearly identifiable as a law enforcement officer and who is using an
electronic, mechanical or other device which has been approved under
section 5706(b)(4) [MVR and body worn camera equipment].

NOTE: Other uses of the MVR wireless microphone could be a criminal violation.



B. Officer's Responsibilities

Officers are responsible for the following when utilizing MVR equipment:

1. That the MVR equipment is maintained and operated according to the
manufacturer's recommendations.

2. MVR use is mandatory for all officers assigned to MVR equipped vehicles as
follows: (CALEA 41.3.8 a) (PLEAC 2.4.2 b)

a.

b.

On all vehicle or pedestrian stops.
During all pursuits.

During the transport of any disorderly prisoner.

. During any contact or investigation for which the circumstances are volatile,

unstable, have a likelihood to escalate to an arrest and/or use of force, or are
otherwise confrontational with the potential for complaint or dispute of facts.
Outside of these conditions, officers should generally not record inside of
residences, locker/restrooms, or other areas where citizens have a
heightened expectation of privacy.

Officers should make every effort to capture probable cause for stops with the
MVR.

When the MVR equipment is activated to document an incident, it should not
be deactivated until the incident is deemed to have ended or completed as
evidenced by the officer clearing or closing the incident via radio.

3. Prior to each shift, officers assigned to MVR equipped vehicles will:
(PLEAC 2.4.2d, e, 9)

a.

Determine whether their MVR equipment is working satisfactorily and bring
any problems at this or other times to the immediate attention of a supervisor.

. If it is determined that the MVR equipment is not functioning properly, an

incident report classified as an “Equipment Breakdown”, code 6021, shall be
prepared describing the malfunction. An MVR Repair Request Form (AUX-7)
listing the incident number shall be completed and turned into Report Review.

It is an officer’s responsibility to secure the MVR transmitters in the vehicle at
the end of his or her shift. The discovery of a missing transmitter requires an
incident report, classified as “Missing Property”, coded 4493 and 4494.
Officers shall notify their supervisor immediately so that an investigation can
be initiated.

4. MVR equipment, including the transmitter, will automatically activate when the
vehicle's emergency warning devices are in operation. The equipment may be



manually deactivated during non-enforcement activities such as when protecting
accident scenes from other vehicular traffic.

a. Whenever equipment is manually deactivated, officers will properly document
the reasons for this action. The documentation shall be accomplished
through a recorded announcement on the MVR system. A supervisor shall be
notified of the deactivation on any unusual circumstances and an incident
report is to be completed.

5. Officers will ensure that the MVR equipment is operating during all
vehicle/pedestrian stops or other actions defined in MVR Policy Section B-2. In
doing so they will ensure that: (PLEAC 2.4.2 b)

a. The video camera is positioned and adjusted to record the event.

b. The wireless microphone is activated.

c. As soon as practical, inform the operator or other involved party that their
conversation is being recorded. This also includes any prisoner in a vehicle
whose actions are being recorded.

6. Officers transporting disorderly prisoners or any prisoners acting in a suspicious
manner shall activate the rear MVR camera to record the events.

(PLEAC 2.4.2 @)

7. During inclement weather and windshield condensation, have the windshield
wipers activated anytime the camera is in operation.

8. Officers are prohibited from tampering with, erasing, reusing, or in any manner,
altering MVR recordings.

9. Officers shall ensure that their MVR system is equipped with an adequate
amount of recording space to complete their tour of duty.

10. Officers shall ensure that the in-use transmitter has adequate battery power.
When a spare transmitter is available, one transmitter shall be worn at all times
while the other transmitter charges.

11.0fficers shall synchronize the transmitter(s) with the vehicle’s MVR system at the
beginning of their shift and after each time a transmitter is manually turned off.

12. Officers shall inform their supervisor of any video recorded sequences that may
be of value for training purposes.

13. Officers shall use the second code of 4480 in all reports when video recordings
were made during the incident in question.

14. Officers shall only use MVR hard drives issued by this agency.



15. All vehicles equipped with MVR equipment have an automatic upload feature that
wirelessly transfers video from the vehicle to a server located in the secured
computer room of the Township Administration Building. All officers are to
ensure that the MVR is uploading each time they enter the West Parking Lot. In
the event that the upload is not automatically initiated, officers shall perform a
forced upload using the following steps:

(CALEA 41.3.8 b, ¢)

a. Press the menu button, (button on right with 4 small lines).
b. From the menu screen select upload.
c. Press the enter button and it will then begin to connect and upload.

16.In the event that an MVR recording is required for an evidentiary nature, the
following procedure shall be followed:

a. An email is to be generated to the Identification/Report Review officers
indicating the date, the time, the operator and the vehicle from which the
recording is needed.

b. Once the DVD copy of this recording is received by the investigating officer,
the officer shall follow the Evidence Policy to submit the DVD into evidence.

c. The recording shall not be released to another criminal justice agency for trial
or other reasons without prior approval of the Auxiliary Services Unit
Commander. A properly issued subpoena will be required in all non-criminal
matters. (CALEA 41.3.8)

. Operating Instructions

All officers using the MVR equipment shall adhere to the following procedures:

1. Ensure that the MVR equipment is operated in accordance with departmental
training.

2. Power to the MVR equipment should be "on" at the start of each tour of duty and
shall remain on unless specified in Section C-4.

3. Outside of activation with the vehicle's emergency lighting, the MVR camera shall
be manually activated for any activity listed in section B-2.

4. Power to the MVR Equipment shall only be turned off when the vehicle is being
placed out of service.

. MVR Hard Drive Control and Management

1. The MVR recording unit will be kept secure at all times. In the event the
automatic upload or manual process does not function correctly the Patrol Unit



Supervisor will place a new MVR drive into the recording unit. Additionally,
Supervisors will ensure that all removed MVR drives turned in for upload are
properly labeled, identified and secured in the cabinet in Auxiliary Services.
(CALEA 41.3.8¢)

a. The ldentification/Report Review officer will remove the MVR drive from
the secure cabinet and upload it to the server and place the empty and
formatted drive back in the secured cabinet for future use.

2. No MVR drive shall be reissued for operational use unless it has been
formatted by designated personnel in this agency.

3. The minimum retention period for video recordings is 60 days according to
state law. The Identification and/or Report Review Officer shall delete from
the temporary storage queue any recordings that are older than 60 days.
(PLEAC 2.4.2 h)

E. Supervisory Responsibilities (PLEAC 2.4.2 m)

1. Supervisors shall ensure all officers follow established procedures for the
use and maintenance of MVR equipment, handling of MVR drive recordings,
and the completion of MVR documentation.

2. In the event of a police pursuit or a police vehicle crash where a pre-event
recording and/or a recording of the incident was obtained, the Patrol
Supervisor will ensure the MVR drive is removed from the recorder and
uploaded to the server and retained as evidence.

3. On a monthly basis, review two MVR recordings from three different officers
from their platoon to assist in periodic assessment of officer performance,
determine whether MVR equipment is being fully and properly used and to
identify material that may be appropriate for training. A Video Review Form
will be completed and forwarded to the Watch Commanders’ Office on a
guarterly basis. The Watch Commanders’ Office shall maintain review forms
for a period of 24 months. (PLEAC 2.4.2 f)

4. The need for repairs and replacement of damaged or non-functional MVR
equipment is properly reported on both the MVR Repair Request Forms
and an incident report. The MVR Repair Request Form also requires a
supervisor’'s signature.

5. Advise their Unit Commanders of any violations of this policy,
misuse of equipment or defects of the equipment.

F. Auxiliary Services Officer’s Responsibilities (PLEAC 2.4.2 c, g)

1. The Identification and/or Report Review Officer shall be responsible for the



transfer of data recordings from the originally retained MVR drive/server to a DVD.
The DVD will then be retained and packaged as the original recording with all rules
of evidence applying to it. The original retained MVR drive shall then be formatted
and returned to regular circulation. (PLEAC 2.4.2 g)

. The MVR drives available for daily operational use will be secured in a locked
cabinet located in the Equipment Room in Auxiliary Services. The Auxiliary
Services Officers are responsible for the daily supervision and maintaining of the
equipment contained in this cabinet.



